AHHOTaNUA padoyeil MPOrpaMMbl JUCHUIJIMHBI (MOIYJIA)
b1.B.07 «OcHoBbI HHPOPMAIIHOHHOI 6€30MACHOCTH

Hean AucHUNIMHBI

Llenpto  OUCHMIUIMHBL  SIBISETCS M3ydyeHHE MPHUHLUIOB obecrneyeHus WHGPOPMAIMOHHOM
0e30MacHOCTH TOCYIapCTBa M OpPraHHW3allUi, MOAXOJOB K aHAIM3y Yrpo3 ero HWHPOPMAIMOHHON
UH(PACTPYKTYpBI M OCBOCHUE JUCIUIDTMHAPHBIX KOMICTECHINH TS PEIICHHs 3a/1a4 3aIIUThl HHPOPMAIUH B
WHPOPMAIMOHHBIX CHCTEeMaX, a Takke (opmupoBanne (QyHIAMECHTAIbHBIX 3HAHUH B  00JACTH
nH(POPMAITMOHHOM 0€301acHOCTH.

3agaum JUCHMIIMHBI

— M3y4YeHHUE OCHOBHBIX MOJOXKEHHUI rOCyNapCTBEHHOMN IMOJUTUKHA B 00JacTH oOecreueHus
nHpopmanmonHoi Oe3omacHoctu Poccuiickori ®depepannu, OCHOBHBIX TOHATHH B
o0iacTi 3ammThl MHPOPMALMU U METOJOJOTHUECKUX MPUHIMIIOB CO3MAaHUS CHUCTEM
3alUThl HHGOPMALIUK;

— H3yYeHHE BHJOB 3allMIIaeMoil WHpopMamuu, yrpo3 UH(GOPMAIMOHHON O0e30macHOCTH,
CYILIHOCTH M Pa3HOBUAHOCTEH MH(OPMALIMOHHOTO OPYXKUS, METOJIOB M CPEJICTB BEACHUS
WH(POPMALMOHHBIX BOWH;

— W3yuyeHHUE METOJOB M cpeacTtB oOecrieyeHus WHGOPMALMOHHONW Oe30MacHOCTH
KOMIIBIOTEPHBIX CUCTEM, MEXaHHW3MOB 3allUThl MHbopMaiuu, (HopMaIbHBIX MOJAeNei
0€301IaCHOCTH, KPUTEPUEB OICHKH 3alIMIIEHHOCTH M o0ecreyeHus O0e30macHOCTH
ABTOMATHU3UPOBAHHBIX CHCTEM;

— TmnpuoOpeTeHne yMEHHMH B MOA0Ope W aHalW3e IOKa3zaTellell KayecTBa M KPUTEPHEB
OLIGHKH CHCTEM O€30IMaCHOCTH, OTAEIBHBIX METOIOB U CPEJICTB 3aIIUTHl MH(OpPMAIIH,
UCIOJIb30BAaHUU COBPEMEHHOW HAyYHO-TEXHHUYECKOHN JIMTEpaTypoil NI pelieHus 3aaad
10 BOTIPOCaM 3aIIUTHl HHPOPMALINH;

— TIpHOOpeTeHrEe HAaBBIKOB aHajIM3a HMH(OPMAIMOHHON HMH(PACTPYKTYphl IOCYAapCcTBa C
TOYKH 3peHus HHGPOpPMAlMOHHOM  Oe30MmacHOCTH, TMOoA0O0pa HOPMATHBHBIX U
METOMYECKMX MaTEPHUAJIOB 110 BONPOCAM 3alllUThl HH()OPMALINH.

C[)opMupyeMble KOMIIETEHIMU U HHAUKATOPLI UX TOCTHKCHHUSA 110 JUCHUIIJIMHE

Kon Kox u HamMeHOBaHMe MHAUKATOPA 10CTHKEHUSI
KOMIIETCHINH Coz[epmaﬂue KOMIETEHIMH KOMIIETCHIIUHN

YK-2 CniocoOeH onpenenarts kpyr 3amgad | YK-2.1.
B paMKax MOCTaBJIEHHOH eI U 3HaTh: BUIBI PECYPCOB M OTPAHUUYCHUN I PEIICHUS
BBIOMpATh ONTUMANBEHBIE CIIOCOOBI | MPO(ECCHOHANBHBIX 3/1a4; OCHOBHBIE METO/IbI
UX pELIeHNUs, UCXOS U3 OLIEHKH Pa3HBIX CIIOCOOOB PEIICHUS 3a1a4;
JeMCTBYIOLINX MPABOBBIX HOPM, JeHCTByIOIIEE 3aKOHOAATENBECTBO U IPABOBBIE HOPMBI,
HMMEIOTNXCS PECYpPCOB H perynupytomie npodheccHnoHaIbHYIO ASSITETbHOCTb.
OTpaHHYEHHUH YK-2.2.

YMeeT MPOBOAUTH AHANW3 TOCTABICHHON IENH |
dbopMyaupoBaTh  3agadd, KOTOPbIE HEOOXOIMMO
peUInTH JJIA (M§ JOCTUKCHUSA, AHAJIN3UPOBATH

aNbTepHATHBHBIC BapHAHTHI peteHnit UL
JOCTIOKEHHS HaMEYEHHBIX pe3yIbTATOB;
UCTIOJIb30BaTh HOPMAaTHUBHO-TIPABOBYIO
JOKyMeHTalmuio B cdepe  npodeccHoHaTbHON
JeSITEIBHOCTH.

YK-2.3.

BnaneeT METOAUMKAMH pa3pa60TKH OCJIn U 3aaa4
MIpoCKTa,; MECTOJAaMU OLICHKHN HOTp€6HOCTI/I B pecypcax,
IpOAOKUTCIIBHOCTH U CTOUMOCTHU ITPOCKTA,




HaBBIKaMU pabOThI C HOPMAaTUBHO-TIPABOBOM
JIOKyMEHTAaIUEH.

OIIK-1 CriocoOeH OIIEHUBATD POJIb OIIK-1.1 - 3HaeT CyIIHOCTh U IOHATHE
nHpOopMaIuy, HTHPOPMATHOHHBIX | HHPOPMAITMOHHONW OE30TIaCHOCTH, XapaKTEPUCTHKY €€
TEXHOJIOTHH U HHPOPMAIIHOHHON COCTaBIIAIOIINX, 4 TAKKE OCHOBHBIE CPECTBA U

0€301acHOCTH B COBPEMEHHOM croco0bl obecriedeHust THPOPMATUOHHON

o0111eCcTBE, UX 3HAYECHHUE IS 0€e30I1aCHOCTH;

oOecriedeHus1 0O BEKTHBHBIX OIIK-1.2 - YMeeT mpoBOJUTH aHATIM3 U BBIOOD
NoTpeOHOCTEH IMYHOCTH, CpeICTB U crioco0oB obecnedeHnst HHHOPMAIMOHHON
00IIIecTBa U TOCYIapCcTBa; 0e301acHOCTH;

OIIK-1.3 - BnageeT mpakTHUYECKIMH HaBBIKAMH
novcka HeoOxoanMon nadopMmamy 1 odecreyeHus
“H()OPMAITMOHHON 0€30TIaCHOCTH TIPH PEIICHUH 3a1ad
B o0sacty mpoeccHoHaTbHOU AeSTETHHOCTH.

Copnep:xanue pa3aeoB TUCHHILTHHBI

Tema 1. UndopmanuonHasi 6€30MacHOCTh B CHCTeMe HAIMOHAJBLHOU Oe3omacHocTu Poccuiickoi
Denepauuu

[Tonstue uHpopManmnoHHO# Oe3omacHocTH. HamwonameHble uHTEpechl Poccuiickoit denepanuu B
uH(popMaMOHHOKW cdepe W ux obecrneueHue. Buubl yrpo3 HHPOPMANMOHHOW OE30MACHOCTH
Poccuiickoit ®enepanuu. Mcrounuku yrpo3 nHbopmamonHoii 6e3onacHoctu Poccuiickoii @eneparuu.
NudopmannonHas 6€30MacHOCTh U HHPOPMAIMOHHOE MPOTHBOOOPCTBO. OOIIME METOIBI 0OeCIIeUeHUS
nHpopmanmonHo Oe3zonacHocTH Poccuiickori denmepamuu. Meroasl W cpelncTBa  oOecreueHus
0€30MacCHOCTH KOMMBIOTEPHBIX CcUCTeM. OCHOBHBIEC HaIpaBJICHUs OOECTICUeHUs HHPOPMAIIMOHHOM
6e30macHOCTH 00bEKTOB HH(GOPMAIMOHHOMN Cepbl roCyAapCcTBa.

Tema 2. Kuaaccupukanmus wunHpopManmu, mnoajiexamed 3amure B COOTBETCTBHH C
3akoHoaarenbcTBOM Poccuiickoit @expepanuu. I'ocynapcrBeHHast TaiiHa. ['ocynapcrBeHHasi
CHCTeMAa 3alUThI HH(popManum.

Nupopmanus kak oO0BEKT MNpaBOBBIX OTHomIeHHH. OOmenocrtynHas wuHpopmanus. HMupopmarus
orpaHudeHHoro jpocryna. KonpuaenuuansHas napopmanus: KoMMepueckas TaiiHa; ciiy>keOHas TaliHa;
npodeccuoHanbHas TallHa; TMYHAS TailHa; cemeiiHas TaliHa; epcoHalbHble JaHHbIe. ['ocynapcTBeHHas
TaiHa.

Tema 3. MeTogo10orn4ecKne 0CHOBbI 3a1IUTHI HHGOpPMALUK

Meroapl W TEXHOJOTMU 3amuThl HHPopManuu. Kiaccudukamus METOJOB M CPEACTB 3alUTHI
uHpopmanuu. AHTHBHpYyCHas 3amurta. CucTeMbl WACHTUGUKAIMM M ayTeHTUukauu. Cucremsl
pasrpaHu4eHus JOCTyIIa. Crenorpadguyeckue W Kpunrorpaguueckue MeToabl. TexHOoIorus
AJIEKTPOHHON MOANUCH. MeToapl OOHapyXeHHs | OJOKMpPOBAaHUS Yrpo3 HMH(POPMALMOHHON
6e3omacHOCTH. MeTO/IbI 3aIUThI B ONIEPAllMOHHBIX cucTeMax. CeTeBble TEXHOJIOTHH 3aIIUTHI.

Tema 4. Yrpo3bl HHPOPMAIUOHHOI 0€30MIACHOCTH

AHanmu3 ys3BuUMocTel cucteMbl. Knaccudukaius yrpo3 uHPopMamoHHoi OezonmacHocTH. OCHOBHBIC
HaIpaBJIEHUs ¥ METOJbI peanu3anuu yrpo3. Hedopmanbraas moaens HapymmuTens. OneHka ya3BUMOCTH
CUCTEMBI.

Tema S. IlocTpoeHnune cucreM 3aMThI HHGOPMaLUH

OmnpeneneHre M OCHOBHBIE CIOCOOBI HECAHKIMOHMPOBAHHOIO JOCTyMa. MeTroabl 3alliuThl OT
HECaHKLMOHMPOBAHHOTO JOCTYIA: OPraHW3allMOHHBIE METOMABl 3alllUThl; WH)KEHEPHO-TEXHUUYECKUE
MCTOABI 3alluThbl; IIOCTPOCHUC CHUCTEM 3alllUTbl OT YIrpO3bl YTCUKHW I10 TCXHUYCCKUM KaHajlaM.
Unentudukamus u ayreHtuduxanus. Mcmonp3oBanue KpunTorpaguueckux METOIOB. 3aluTa
[IEJIOCTHOCTH HMHGOpMAIMK TPU  XpaHEHWH; oO0paboTKe; TpaHcmopTupoBke. IlocTpoenue cucrem



3alIUTHI OT YTPO3bl OTKa3a 10CTYyINa K HHPOPMALIUH.

Tema 6. HopMaTUBHO NMPaBOBOE peryJupoBaHue 3alUThI HH(pOpMAIIUH

HopmatuBHO-TIpaBOBbIE  JTOKyMEHTBI B  oOnmacthu uHGOpMAIMOHHON  Oe3omacHocTH B PO.
3aKOHOJATENBHBIC aKThI B 00JIaCTH 3amUThl HHPOpManmu. Poccuiickue u MEXyHApOIHbIC CTaHIAPTHI,
ompenesone TpedoBanus K 3ammure nHGopmarmu. Cuctema ceprudukanuu PO B o01actu 3amuTh
nHpopmanuu. OCHOBHBIC TMpaBWIa U JOKYMEHTBI CHUCTeMbl cepTudukanuu PP B oOiacTu 3amimThl
nHpopMaIuu.



